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Fuzzy Vault Scheme Based on Classification

of Fingerprint Features Scheme
SUN Fang-yuan,XU Qian-hui, ZHENGJian-de

(1 Computer Dept., School of Information Science and Technology, Xiamen University;
2 Information Security Lab, Xiamen University 361005, China)

Abstract:In order to solve the problems that fingerprint template leakage problem and the unable
combination of fingerprint and the traditional key in the traditional fingerprintidentification, Fuzzy
Vault Scheme Based on Classification of Fingerprint Features Scheme ----- CFM-FV is proposed
in this paper. In our scheme, the singularities will be as helper data for pre-align the fingerprint.
While the minutia features will be used to encoding the vault in this scheme. In the stage of
verification, the singularities will be extracted as helper data for fingerprint pre-aligned, then the
extracted minutia features will be used to reconstruct the polynomial. In this scheme, the problem
that the traditional scheme cannot align the fingerprint blind will be solved to some extent by

combining classification method of fingerprint features with fuzzy vault scheme.
Keywords:Fingerprint Authentication;Fuzzy Vault Scheme; Fingerprint Features



