$o524 Hoell
2013 4F 11 H

BITRKFFHCA RS

Journal of Xiamen University (Natural Science)

Vol.52 No.6
Nov. 2013

doi:10. 6043/j. issn. 0438-0479. 2013. 06, 007

ETHUINESRIMEAERZHmRZLEE

) ﬁil* 9%%&19g&§ﬁilyﬁf ‘Té‘z
(1AM R 2B S5 A YR 2 B AR RN 35010852, JH T KA(E BB A 5 H R %0 4mE JE1] 361005)

AR DA (922 53 B R 77 P 2 A B AR oA R 120 280 Ak 307 A K BR300 2 2 A1 o B A A 9 1 . 6 4 0 4
R SELAEL B ) — o R 28 4 TR ) A O e AR (BB B 1Y 22 3 B A L TR R A B0 R R SR T3 T ARG A S O
B L RS, IR 2 SR O AR AT T A S 58 X AR SCA vk A A B B TR R B R 5 TR 2R B AT H B

Mr. SR AR R ZE R RA AT,

SRR 22 A3 B Rl s By PR R AN 5 AT A0 3 5 BB I 5 40 TR AR

FESES . TP 311 MERFR SRS A

FEI S ARG T BT RO G T RR 2R O R
Vi ZWF ST LA i 4] 2R 2 X A0 % A B L X se 1 & A
AR B HhE AR L — o A AU B I B
HRMBIE S FHA NBRMER. T A 8O R 4
NBFA AR M TV Z BRAAGR AP B AL, i 4n £ R
FARNES 2 N i e S -y RN AV}
W 44 R BE A, HLS B AR IR 0 T B R R — o T SR
P, AR AT ATESE R RE BE b DR B i B AL (B B
— € 1Ry BRI A T G b A EL A SR TG
Dwork 7R T 25 2 RORA S A L 2B AL 2o ) A
VAV 25 B A3 A 4t R rh U i I 7 ke 8 B 5 1Y B RA TR 4P
H . B 5 R A g2 22 4 B R OO & A /) — b DL TP
K. TR, — S WFIY N B A 25 43 B RA B 5 1 Kk A ik
HUAS T4 T M (8 B A 58 R 5 Jr B R A I Sk
A B RR AR AE — > 52 A B e B 2R o i TR
SRS BSR40 3 T i BUE # 17
PRl WAR TSR WG A — SR R AT
PR TR, 25 H B E 28 42 5 v 9 TF S0O0E R 6 7 JH Al 46
G R TR R B /D 5 T SR 28 4R A 0 T EUE SR X R
HOR MG DL, B INTE R S NAEBA B b A =
T 100 7 B ABESL 2 — DA AR B /N TSl 2=

5 B #5.2013-06-09

BB . HEHARAI AT H (61300026 ; H1 ¢ = A8 SEA BT L
55 B IR BT 42 (2010121066) 5 TR TIT KR W3 2% 7=l & Jie
LI L AR M K =R R R I 4T H (2012-XQ-27)

* BIEEE  lsun@{zu. edu. cn

X EHRS 0438-0479(2013)06-0770-06

P B il B B B R A L TR A B R AN T FE R
B e — AR F N BT B, A BT X 2 K
14 22 73 B RL L7 PR R A B0k B 9K T LA DRAIE K a4 A Y
R REDY ABJR PATRORA . DRt 3t e S Bt 4R L 7E
PRAIE A2 A3 B o i R ] P PR B AT AR R L T e kR
2503 RS AL L5 P A Bk BT T 29 3 L

1 tHXIE

Dwork S fg L4 R 22 3 B FA R Y, 3 5 1
BN 73 4R 5 U T R R T R A L5 P R S A Y
HL7 B AL X ) T A ). SR T, 24 £ i) DX A] R R,
FhY T I P A R0 2 T IO 4 2R B MR A O AT
R e A Kl (9l . SCRRES ] $2 T 2 T e L ek
TC i il 9 22 73 BERD BT B A1 05 0k A — 4 B
Z AR A X X R G it A il AT AL Ak, S B T T
FHAE B 20 dks e A SCRRLO D38 i /N AR e B AR L S i T
— bR i DX 18] TR R 2 14 22 20 K RA 7 P A 5
1% Privelet. >R I/ U5 A48 et 1 2 F X i) T 2000 /)
B 8 3o AN AR TS IR P LA AR 22 B AL L DT A2 A
AP A B B . SCER(10-11 ] 78 SCHRLO TR 5 ik Sk
i b BT T 1A LM A R A Tk R TR
i 25 X R) A 1) A 00 A TR) AL 5 Sk B T 50 Rk 22 2
T/ o 0 R 25 B S ARG A IRORS R AT O fk. SOk
L1245 Hy 7 7 0/ N A 0T 358 22 40 A A 100K B2 79 O 125,
SCHRL13 Jad i Xt S i X ] 3 KA i) R 47 2 > 15 2] X (]
TR I S B M R A1, SRS D) B 8 o e A B
e R A B R /s — 3 vk A8 52 22 73 B A DX Il A Y — X



%6 1] EN

B BT AR R o B 22 0 B A LT B R A SO BT « 771

P, DT 4 155 25 40 B RO By J81 K A DX T T 50 36 1
BE. SCERC14] IR HOAR 1 1T o) — A4k X i)
F1EAR ) 19 77 ¥ NoiseFirst, H 56 A< AR J& ) 3T L AH
LRI G HEAT RIS AT — RS R EE
ASHAE AR IR, o T4 BT 3 A 0 4R S EOTT Rk
AN TR) 0T A an W 75 A, T g AN ).

DL 5 5 B & A 1 B 1 A e — i A 4
JEFFEFE ) RAT SCRR[ 14 J7E S g 25 R rp 35 1l Y
75 AR R0 Hi A 4B b A7 AE ORI T B B R
NoiseFirst 5% it & 11 8 1988 B2 O A 5 7. 8k
1M1 > BT SCHRL 14 J7E XT3 DL AH 48 4 & 3547 2R 2SR
PR 2 Bl 25 T J0 5 W DA IE & A B RS B 0 4 )R B AT
P T L2 B 25 R0 BB 0 B )RR R L R g s 1Y
S A B RS B 2 DG ik B R R A AR 1
2 2 M SRR 2 ) A R A T T
B ] PN 75 B AT 45 SR

ARSCHAE 2 B AL B B R A i 52 T L B B
AR S AR B i O & A it — A BT R 4
(1) 22 4 B RA B 7 B & A o0 Bk, IRl it 5 R 28 Tk
(AR LY 44 BRAS SCBR 9 PR IE T & A i o 1 Rl
PERFTHE T 75 B ) 508 B I W 5 p0 5

2 E#iFIRSHEXENX

EX 1 (HBERCDMERIEER T, M T, A
HAUAH — 0 Sk E AR AR T, 5 T, Ryl %K
i3k,

EX 2 (eZBRABEDAEN P KR T, A
T, ARAAE K XEIERT, 1T, WiEERE S&
Range (K) 3 & T A MR % K 2 e 22
51 BaFh.

Pr[K(T)) € S]<<e XPr[K(T,) € S], (1)
Horpr,Range (K) /R 35 K MEEME. K(T).
KT 4 M ER L T T, fEREE K W A 15 3]
M. K 2 — MR ALAE %, Pr[K(T,) € ST,
Pr[K(T.) € S]olFmith K(T) K(T)H455H R S
(14 AE 6, A, 3 7S I R B0 8 1 XL

SR e T H B RD DR 0 19 5 R L LR/ Hh SR
BHLHBEE. /NI e R 5 TRV IR BE TR Y e
AT S 58 (4 B AL R . AR L 22 A B AL R P i
5 A BE ] R 22 A — X P . — e 2 —
PR T 1A TSR Bl R e ~1+e, 5 BEN
0.01,0. 1,1,In2 FI In3 %5, ] AR $f 52 b 75 22 i (A

e LS 25 43 B FA 19 J7 5 52t Dwork S5 42 Hi 1

PR AL Z AL e BN R Tz AL
il L8 57 AL A 3 A R A R T R PR S R 25
.

EX 3 R Rir LI S5 i 40 AL o e v
I Laplace W75 52 8 25 43 B b FLEEAC AR R 42 1
B AR B — S A R A S R R s 2R T
AR R AR BRE T 3% 8 R EURY B PR
B FALREUE F & —A £ CDO B 2 h
P A A M £33 £ (T + . Horpru g B — A i 42
TR B AL AR b, JOAE 23R %5 5 bR AN

1 _la
ﬁe . (2)

22 (20 W] RN, o 3 B A A BB 0,
2R 207 SR A T A N TR A R R RN L A
TR T O P AR L B AL PR AP R L S 2 IR

B A Z b, 55— 52 M0 B AL DR 7 0 B Y A 3R 2
JRRE 8 i AL A ) R E SN

EX 4 (P hrirdL il USRS 45 58 — 1> s AL
R EEXEM — AR F€F B as 38—
oW F AU E U

S(F) = gnarx(z | FCT) — £CT)) \), (3)

o, \
Ho Ty, F1 T, AT 3 — X Sl s Bods 3.

FEVF 2R AT BURBE SCF) M EAE & /.
DA 78 B 22 43 B RA S B S50 e [R5 v 0y e 75 2 K0
A LA R S4B UK R A S B

EIE 1Y WAHEERKEF, HBURE RN S(F),K
Rl F R — AN sRE £ % S i Sr M RS Y B
UWNRIZ M 5 o S E L S (F) /e BYPLY F7 357 20 4, IR
A KA e 2257 B fh s I Rz e 7 o S 80 (E B A
WL 7 40 A s IR 4 Bk KWl R (S (F) /-2 41
B,

TEH 1 EW, LR E SRR FTFERINA Laplace
WS S A B (E TR T BUREE S (F) M 22 73 il &
e

3 ETWiIoMESRIMRERTELRS
TOEE

pGp =

3.1 o) @A

ME—DBIER T2 BHERAE » FILHK 5
R S ARE AR B A BB E A 3508 m A
FEE a)sas s sa, , BTGB R T 19
ik, @mE A S5 a)ars s a, BTHEUE



. 772 - BT CH AR RO

2013 4

o, s B X BETT BE P AL Y R s S R A
RPN M= {2, sap s ooe vz, b SEBRAE TG, — 284K
PWRXTH I8 A 1530 EUT 9 ] BE A7 7E A
Mz BB AR /N A SCHLVE X X A 1 T8O 81 L 7R
PRAE 2 A BCHE B0 A A 42 T, BT s S8Ry 22 2 B AL
ELT B R AR

L7 PR — Pl R O e ME B A o L
SR JH 3 T 0] 3 SR 6 o — 1 5 R ) i 30 2l 4 AN A 52
18— A SRR A JHG A 5 o 2 SO B9 18U R
FORRAE. BeA — & R DRI R 42 7 % H = (B,
By By PGB B, =Ly sc) s Hoip 4 Rl e, 43
MFR AR LA I o IR R 0, 3 5
W G A A o 9 A E. BOK T BUY 5 M=
{zrsas sz, VP TC R 300 A kAN B4 A0 Y
(1 T 2 43 TG 2 ey | <<d <<y ). SR AN )19 A 1 43
SR g 2 X8 S A A 77 A A Tm) 1) s el B BOAS [ Y
P22, NI 45 A R 43 Y R 22 5 S

EX S W2 fEITBUF I M= {2,
Ty stee sz, AR P0G H= (B, B, By} iR
X5y emg H , 7T LAAR B — 8 805 5 M= {2,
&y sree s, b B MOARRE MR R 25 FRAE AT I 43 SR g H
XHF M B2 24k Error(H, M.

h YA AS TR AR R SR B 45 LLSE T AR 22
(sum of squared error,SSE) #E47 & . tH TH& 1 B,
1A 1R 72 Error(B;) A«

Error(B,) = > (¢; —x,)7, (4)

X1 9Tg """

R LU S W F X M 91525 ErrorCH M)y

Error(H,M) = E 2 (c; — ). (5)

R TR AT BE DR/ R A3 B R 2 L AR SR B0 R
W AT A 9 5 O i R 4 2 R 77 A R 22 B/ 0N 18 AH 48 T
R PEAT A I

TE X 6 CHHAISAM A B 25 ) FH 41 AR Ay I 2 B A 48
AR AT G I B AR R 22 8 45 T dis(B, L B ) R
. 28 3 a5 T DL G R T A 2 AT

dis(B; +B;;,) = Error(B,;&B;,;) — Error(B;) —

Error(Bj,), (6)

Hop B,& B, &Ml B, 546 B, &I 5 BT, Er-
ror(B;)) #l Error(B,. ) 43 & Al B, FAl B, &
%2, Error(B,&B,. ) F/xfifi B, 54 B+, &IF)5
o B B A 7 A AR 22

MSE 5 FISE 6 ] LLA Y A 5] 60 4 &1 23 56 i
3 NP H A I R AR PR E A R, SCHR [ 14 AR 48 Al
R 53 1y AR BT HE T A 800 B Ak o 2 AT S 1 Jo

[ AL, {ELJR: T 0303 R T 3l 2 0 el e e 54 e 1 ) A
13 77 98 B RAT RCR B, AT AE DRI K A B R
A RTHE T L BT A RO A 30 o0 R 4R e TR RIOR
JEARSCHETE I L.
3.2 WROMEOEE

7 SCR B 337 397 L A 180 S+ K0T 51 MR Jin e s
TRENM " e 220 Bl s SRR S TR A 22 Y
REVAEL, Xl W A 0 T O 81 4R — A B A 2 SR
Wk AR B BEAY YR T — A A 00 A 23 5
H = {By.By s Be b B US TN T 735 437 37 e 75 1) 3+ %
JFPHI M I 20 sy e, AR AL B
IR ke B IUEVE 2 L1 m ] e BUE A [F) 275 B A 5] (14 4
R o3 vRZE . b HCL I BICRE I AT 00 (R — A

R o2 s v, BIRPAE Jm BAS BFAT

L1 G801 23 A0 ] J 540 1) 26 J0AR K fH 2 e Mg g 2R
B s Wom B, AR AE ST Ry — A M = M,
G EOE 2R FL /N AR R ROR B 22 O T RERE A Fr
B BRI S R M 2 T S A T R A
)k 1H.

ARTFIEE T K MW m AR 2 2
ez BN R =m AR SRS B U B f SR B A
W AT G IF. BE A AHSBAR 04 B A 51 Al B0 & BUE
MO, FEA ISR K h=m, 2,1 1 m DA
AR s %onh H, . H,, s H,, H . 3X m A~
A 0] 53 5 W v A A AE — A SR A B X0 43 SR L XS [ A
X5y ms H, B0L95 kA SCERC14 T g A =X

Q:Error(H“M*)+4k€_¢ D

HEATVEAN . Q fE /IS o A &) 53 SR W T

TERUHEAT AR AR A A& FF B, S 1 PR IE 2 B A
Wi B, 5 B,y RSB, T ZAE Y[ b BBUE T X
J=10200 k=1 BRI , A4 24 50 (6) TH 5 IF 1
BAHABAR Y FE S dis(B; . B, ). BARS EHGR T .

BRI 0k

BN EUER T, L5 BFASE ..

s A O E E E E EUT 8 M

D) K gdn % T Wed i B m B3 HEUT 51 M.

2) FEIEUFF MR — 50 i Sz R Lap(1/
e AFEHEE M.

3) Wk ARG WG A= m 8 M m A
JLEBEA k.

D) T dis(B; .y By ) s 500 4% 5 403 B B A
A -3 P A 5 O R — ST L SR e — —.



55 6 1] R BT AR R 23 1 22 50 BORL B TR A S0 SR < 773 .

5) AL BEOED k=1, F M 1H5 Q H/NH &
M EUE .iCh £_best.

6) FHRPATH I ) RFELEHATLE O EHF £
=Fk_est BB N T J0 K 4 B R (B 8 A ) OC &R
(9 A SR 5 B3 m AN BT 25 M iy
3.3 HEEXESW

Bk MR E R FER U T IL SRR E .
FEAER T S BT BT 9 M P BT OGO I
Af IE) & 4% B 5 1) 31 500 51 ML Nz 3 R 3 1 7 A5 2
M TE OGm) BB 18] &2 42 B 5 1 5%F m FhAS [8) B9 AT K1) 43
WG, BB RR R o SR W L, R ELE G Mot i T
LRI B T A A I o8 R 4k 3R B O K T S A B[R] AR A
R OGn®). T IAE: 1 BT E 2L N On+m?).
3.4 ETOEMMBYOEEZRK

SR 1 Tl AR vk S R AR S A A A L Ol
FH 21 2200 18 21 19 35 908 3 PS4 AT 6 0T X A
TR 8] 52 2% BE 34 R O G . AT ) 9 91 21 S A 4 5]
XX A BR HE AT AR L.

21 PR R — B S B AE X B [A] O Clog m) 52 B4
A B A i DL SR ] S /B BT 5 4. R T
F TR L BUKE T ol I A 9 19 21 PR R FR O B S 4T 2R
# (distance red-black tree, DRBT) , ¥ H T 4§ & I #:
VEBY 21 BB B R R & 9F 40 B B (merge red-black tree,
MRBTD).

ik 2. AWMU G I ERAR A S R A LAk

N : DRBT, MRBT.

# . H 5 09 DRBT, B 515 i MRBT.

1 M DRBT iR [H] 5 /ME L 5 2 245 IF A A B,
5B, . )N DRBT MBx B, 5 B, (&I =254 15

2) W j;>1, )\ MRBT # 4k B,_, .7 DRBT
MkE B, 5 B, MAIFRZEMZE(FR B, BEMB, .,
S, FHEME j+1<m.76 DRBT k% B, 5
B WA IF IR 2 5.

3) M\ MRBT Mk B, (B, B8 B, &If).

4 WF j>1, h MRBT # # B,_, . 7E DRBT
WA B 5B, BEIFREME. FBLWME j<m. 7
DRBT H{fiA B, 5 B, &I iR 225,

Bk 2 Hp R A SRR X TR A AR AT R A LA K
XA HEAT A I 1o B HE AT AL ) B A5 X A i
FEIN ] &2 24 R 2 OClog m) » LA 22 J5 I vk 1Y
B[] &2 24 S O(n+mlog m).

4 XBWEREHH

SEHG R 3 A [ K 4R A [8] A A A D S B

G WS e B P W LN S 87 o €1
TR AR B Age. 38 BN 1T G8 B 45 5 BE I A
A FBE WA 2 i JE M GASP R #L 4 R
ARNTP. 2 H A H G 1F 50 46 A AR i A~ Al A
J& P PINCP. &4~ % 40 5 th 45 B9 10 S 80 n S @ 1 i)
ANFEBUE m 0 1 fiR.

F1 BARER
Tab.1 The size of the data set

B 4k Age GASP GRNTP PINCP
n 100079675 1981693 1981693 3597186
m 102 648 5413 15551

SCEy ¥R B . Intel @ Pentium @ Dual2. 70 GHz, 2
GB W AF, Windows XP #:4E &4t , Visual C++6. 0.
FH CH 4+ set BEMR 52 BLLL A, IF A T MATLAB fE
e Rz, T THE, ] CNFG (closest neigh-
bor first greedy) 3774 3CAYATH K 43 55 12
4.1 HEEHRE

T UL CNFG BE 5 A R0 b O IE & A 508 1 7T
FHYE ¥ CNFG 552 [/ SCHR (14 189 NoiseFirst 595 )
Dwork $ H 4 22 43 B FA 7 2 57 30 i 75 HIL 0 ) ok A7 %
A B RG E  HL . SR, 22 R B L e 43 I L
0.01,0.1 F1 1,k SSE i & 1407 5 h R4~ Jm R 1Y
W R TS 4 R Bt R R R B AT
50 K, HL 50 R &5 R 1 S (EAE R e 4 45 2R

T 3CHik [ 14 ] f9 NoiseFirst 4 1 i i) 52 242 & 4
OGm®) T 4 HE 4 GRNTP Hl PINCP #4137 J& 1 £ m
B & K, PR e X3 6 S £ 8 4 L NoiseFirst B4k
T AE T4 37 B B ) P A5 2058 AT 45 L SR 1 R
ITNIEB AT

ML Af LA 6 TR RS Age SR T R 43
JEAE ) CNFG % 3 fll NoiseFirst 8 3% 1 % T Dwork
2t 14 22 43 B RL 35 i M 7 BRI T L 9T kA A
PR 1% 25 AT D/ o ST 76 2 28 e IR T W AT B 5%
HEN L Age S —A 00 A5 AR B8 1 20 9 B b 48 AN A7 AE
W SC P AR AR AT B 9T L CNFG 55035 A Noise-
First 850 T Age B4 4 19 80 & A TC i AR L5
RS FoA 3 A B AR v XL S M Y e S A
AR AR A B S LR PINCP 4 4 X Fl Bl 4
BN L K CNFG 83 H X 3 4 Bodi 45 i 5L
i A T R I B R 25 B LR B 4
A I A L TR 25 1) A S 1 R

NoiseFirst SR H ) sl 2 B8] 5375 PR 1 4 1 43 5k



< TT4 - JEL TR 2 4R CH SR B4 D
3.0 300 3.0
(a) e=0.01 I Dwork (b)£=0.1 I Dwork (c)e=1 I Dwork
2 I NoiseFirst [ NoiseFirst I NoiseFirst
L 25y [ICNFG 250¢ CICNFG 2.5¢ CJCNFG
= = 5
E 20t Z 200t E 201
= & =
15} H 1501 H H 15¢
1.0 - : H 100 : : 1.0
Age  GASP GRNTP PINCP Age  GASP GRNTP PINCP Age  GASP GRNTP PINCP

Data set Data set Data set

1 A e BUET 3 FhoE ik iy F 1 iR 2%

Fig. 1 The average error of three algorithm under different ¢

# 2 A e BUE T CNFG 875 NoiseFirst 595 1932 17 B (1]

Tab. 2 Execution time between CNFG and NoiseFirst under different e S

Age(m=102)

GASP(m=1648)

Data set
0.01 0.1 1 0.01 0.1 1
NoiseFirst 0.00532 0.00468 0.00376 1. 02842 1. 02154 0.99262
CNFG 0. 00064 0. 00030 0. 00094 0.01188 0.01010 0.00858
GRNTP(m=5413) PINCP(m=15551)
Data set
0.01 0.1 1 0.01 0.1 1
NoiseFirst — — — — —
CNFG 0. 10990 0.10148 0. 08958 0. 33658 0. 35566 0. 31848

W 4 Foe A0 A5 92 R vk AT B 0 AR U0 R A R L A
1, %8O B GASP, SR FH 20 HE ik (1) CNFG
S NoiseFirst 532 I & A Bffe 10 1% 22 #0245 i it
AL UL ASC ) CNFG 583k [ R H A B4y vy #5048 & A
K EE.
4.2 HEIERSH

2% 2 NARIE e BUE T CNFG & 1 NoiseFirst &
RTE A DB T BT R]. S T S A L R [
VL Z M A% 22 57, R v A8 47 I ) AN 4 T 44
F WL Ry 1T HOF 51 T T AR A I 1]

MR 2 LA, 2 m BE/NT1 0000, CNFG
Bk A1 NoiseFirst 5 32 #8 4 8 5 10 B | 8¢ %, H
CNFG B NoiseFirst BESCR T 5. MiE m By
KA EZAT WA 22828 K. Y m W KT
5 000H} , CNFG Hi5 MK IR B 8 (R 78 4 J iy i [R] 9 15
BB 745 1M NoiseFirst T 4 Jo ik 78 W] $2 52 19 i 1]
WIB AT H 4R

LN

5 & i

AR SO XA A R AR K B0 4R 19 22 70 B A

BT R AG R T — R TR R O B S0 B Bk
A 1o R AT R AR S AR A R 3 o0 AE — S L 9 xR
— A P A B AT 32 (R IR 42 v R 7S, LIS B P
8 2 73 B R 4 A1 B340 K B R B2 R R 4 R B 1) L .
T H IR 1 07 FL S50 45 R R WYL AR SCAR ik T A AR
TIE 2 A1 K Al ot B K T R B R U A R B IR

S UK -

[1] Sweeney L. k-anonymity: a model for protecting privacy
[J]. International Journal on Uncertainty, Fuzziness and
Knowledge Based Systems»2002.10(5) :557-570.

[2] Machanavajjhala A, Gehrke J, Kifer D, et al. /-diversity:

privacy beyond k-anonymity[J]. ACM Transactions on

Knowledge Discovery from Data (TKDD),2007,1(1) 3.

[3] LiN,LiT.tcloseness:privacy beyond k-anonymity and /-

diversity[C]// Proc of the 23rd International Conference

on Data Engineering (ICDE). Istanbul, Turkey: IEEE,

2007:106-115.

[4] Dwork C. Differential privacy[ C] // Proc of the 33rd In-

ternational Colloquium on Automata,lLanguages and Pro-

gramming (ICALP). Venice, Italy: Springer Berlin Hei-



%6 1] EN

JRAE - HE TR 23 1) 22 53 e RL L7 PR A 50 B30k « 775 ¢

[5]

(6]

[7]

[8]

[9]

(10]

delberg,2006:1-12.
Dwork C,McSherry F,Nissim F K, et al. Calibrating noise
to sensitivity in private data analysis[C]J// Proc of the 3rd
Theory of Cryptography Conference (TCC). New York,
USA : Springer Berlin Heidelberg,2006:363-385.

Dwork C. Differential privacy:a survey of results[C]//
Proc of the 5th Theory and Applications of Models of
Computation ( TAMC). Xi' an, China: Springer Berlin
Heidelberg,2008:1-19.
Dwork C,Smith A. Differential privacy for statistics: what
we know and what we want to learn[ J |. Journal of Priva-
cy and Confidentiality,2009,1(2) :135-154.
Hay M, Rastogi V,Miklau G,et al. Boosting the accuracy
of differentially private histograms through consistency
[C]// Proc of the 36th Conference of Very Large Data-
bases ( VLDB). Istanbul, Turkey: VLDB Endowment,
2010:1021-1032.
Xiao X, Wang G, Gehrke ]. Differential privacy via wave-
let transforms[ ] ]. IEEE Transactions on Knowledge and
Data Engineering (TKDE) ,2011,23(8):1200-1214.

Li C,Hay M,Rastogi Vet al. Optimizing linear counting

[11]

[12]

[13]

[14]

queries under differential privacy[ CJ // Proc of the 29th
ACM SIGMOD-SIGACT-SIGART Symposium on Prin-
ciples of Database Systems(PODS). Indianapolis, USA :
ACM,2010:123-134.

Li C, Miklau G. An adaptive mechanism for accurate
query answering under differential privacy[C]// Proc of
the 38th Conference of Very Large Databases (VLDB).
Istanbul, Turkey: VLDB Endowment,2012.:514-525.
Xiao X,Bender G,Hay M,et al. iReduct: differential pri-
vacy with reduced relative errors[ C]// Proc of the 2011
ACM SIGMOD International Conference on Manage-
ment of Data (SIGMOD). Athens: ACM,2011:229-240.
Peng S, Yang Y,Zhang Z.et al. DP-tree: indexing multi-
dimensional data under differential privacy[C]// Proc of
the 2012 ACM SIGMOD International Conference on
Management of Data (SIGMOD). Scottsdale: ACM,
2012.864.

Xu J,Zhang Z,Xiao X,et al. Differentially private histo-
gram publication[ C] // Proc of IEEE 28th International
Conference on Data Engineering (ICDE). Washington,
DC:IEEE,2012:32-43.

Greedy Algorithm Based on Bucket Partitioning for

Differentially Private Histogram Publication

SUN Lan'" ,WU Ying-jie' ,ZHANG Xi-lin' , XIE Yi*

(1. College of Mathematics and Computer Science, Fuzhou University, Fuzhou 350108, China;

2. School of Information Science and Engineering, Xiamen University, Xiamen 361005, China)

Abstract : Existed methods of differential privacy histogram publication cannot efficiently protect the privacy of data sets which have

a large amount of small counts for different values of certain attribute. We proposed an efficient greedy algorithm to handle the differ-

ential privacy histogram publish problem of this particular data sets. The greedy algorithm adopted the merging strategies of closest

neighbor barrel.,and optimized the merging procedure using the red-black tree. Many simulation experiments were launched to com-

pare the proposed algorithm with similar algorithms in terms of the availability of published data and the efficiency of algorithm. The

simulation results verify that the greedy algorithm is efficient.

Key words: differential privacy;histogram publication;bucket partitioning;greedy algorithm;red-black tree



